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Abstract: In Distance Learning end users need to access different e-learning platforms daily to gain the knowledge. E-

learning platforms implement authentication system to handle the authentication and authorization processes. As the number 

of directory stores grows the development overhead of user’s authentication process in e-learning platforms against those 

directories increases. Also as the number of e-learning platforms grows, the number of user’s IDs and passwords users have to 

memorize grows as well. So users make passwords not strong enough to ease memorization, and write passwords in clear text 

in insecure places, which compromise the security. An outline of various aspects of design and implementation of web services 

based authentication system for e-learning platforms (WSAS) is presented in this paper. The architecture provides e-learning 

platforms users with a single sign-on solution for the problem of memorizing many user IDs and passwords, provides 

organizations with a centralized, simple, and efficient directory stores access mechanism to simplify the process of integrating 

multiple directory stores, and provides the e-learning platforms developers with a standard solution to minimize the 

development overhead   of the authentication process against multiple directory stores, the presented prototype architecture  

designed based on the existing web services technology, so that clients need not be modified, and servers may have a little 

modifications. 
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1. Introduction 
E-learning platforms are heterogeneous environments 

where you can find different web enabled applications 

have high level of interoperability between each other 

running on different operating systems. Also these 

applications use different authentication systems. 

Authentication system verifies the Identity of the user 

against directory stores. Where directory stores are 

databases of usernames, passwords, and profile 

information of every user on the network, and it can be 

relational databases, directory servers, or text files. E-

learning platforms face these challenges, 1) each 

application needs to implement its own authenticate 

process against its directory store, 2) As the number of 

directory stores grows, the development overhead will 

increase, 3) As the number of e-learning platforms 

grows, it becomes hard for users to remember IDs and 

passwords. In this paper a solution that can handle the 

three mentioned challenges will be presented. However, 

different solutions that can handle some of these 

challenges do exist, in this paper explanation to some 

of them will be presented.  

 

The presented solution WSAS is flexible in terms of 

integration to heterogeneous platforms and easy to 

deploy because it based on the standard technologies of 

Web Services such as XML, WSDL, UDDI, and SOAP. 

Web service is application logic accessible to programs 

via standard web protocols in a platform-independent 

way [2]. It can help in implementing a solution that can 

handle the three mentioned challenges. The single-sign-

on mechanism of WSAS that can authenticate users 

against multiple directory stores in a secure, unified, 

and centralized way will be investigated 

 

The most common authentication systems are, SSL, 

Kerberos, and Microsoft Passport will be explained. 

SSL is part of the established web infrastructure, and 

provides confidentiality and peer authentication, but in 

its established form it does not offer single sign-on 

functionality [11]. Kerberos, in turn, provides a 
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solution to the problem of authentication, key exchange, 

and single sign-on [4], but it can’t deal with multiple 

directory stores [10]. Added to that that it cannot be 

used for internet single sign-on environment, where 

plug-ins is not allowed. Microsoft Passport provides a 

solution, but it cannot deal with multiple directory 

stores and it has some key management problems [5].  

 

2. System Architecture 
WSAS system consists of four tiers as in Figure 1, User, 

Application Server, Master Server, and Directory 

Stores tier. In this section the role of each tier will be 

described.  

 

 

Figure 1. WSAS architecture with e-learning platforms integration 

through firewall. 

 

User tier is the interface for the user in the e-learning 

platform that has access to one or more of the 

Application Servers. Users usually use browsers to 

access web enabled applications hosted on Application 

Servers. The crucial property of the WSAS system is 

the role of the user’s web browser as a relay of user-

specific information, delivering messages between the 

application servers and the Master Server. This is 

accomplished by means of ordinary WWW 

technologies, HTTP redirects, URL query strings, and 

cookies [6]. Browser delivers encrypted authentication 

information with every request, and thus the 

application server needs to check the validity of the 

authentication data with the Master Server. User’s 

browser acquires this authentication information, in 

form of an AuthTicket stored in cookie [3]. Browser’s 

role as a message relay has its limitations. It is 

inefficient to deliver large amounts of data due to 

bandwidth considerations [7]. However, the application 

server can perform authentication of the user in place, 

the latency of the authentication, once the user has 

acquired the AuthTicket, is minimal. 

 

Users connect to Application Servers tier using HTTP 

messages. Users need to be authenticated to the 

application server. Based on the result of the 

authentication the application server can grant the users 

permissions to access different resources on the server 

according to each user privileges. Granting privileges is 

part of the authorization process which is specific to 

each e-learning platform. 

 

Master Server tier is the core of WSAS system, It acts 

as a trusted third party server among e-learning 

platforms. Master Server handles the process of 

authenticating users, integrating multiple directory 

stores into WSAS system, and providing the integrity, 

authenticity, and confidentiality of the messages passed 

between users and application servers. Master Server 

built based on the web services technology, where web 

services can provide centralized and unified way to 

build the authentication process, also it makes it easy to 

build distributed and scalable components to interface 

with different directory stores. Since web services is 

application logic that can be accessed via standard 

protocols SOAP in platform independent way [8], that 

means web services can provide a solution to 

authenticate users and check the validity and 

authenticity of users for many different platforms. 

Master Server is an application server that hosts three 

sets of Web Services, Master Web Service, LDAP Web 

Service, and RDBMS Web Services, as in Figure 2.  

Master Web Service will handle all user’s requests for 

authentication redirected by different application 

servers, receive the redirected request, check the 

available directory stores within WSAS, and based on 

that it will issue asynchronous method call to the LDAP 

or RDBMS web services using SOAP protocol, and 

waits for any of them to response with positive results. 

Also it will handle the process of integrating new 

directory stores into WSAS. New e-learning platforms 

need to participate in WSAS will use the Master Web 

Service WSDL file to be able to access WSAS. 

 

LDAP and RDBMS Web Services will handle the 

process of authenticating users against the available 

LDAP or RDBMS directory stores. By receiving the 

asynchronous call from the Master Web Service, LDAP 

or RDBMS web services will issue asynchronous call 

for the available LDAP or RDVMS directory stores, if 
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any of them response with positive results it will kill 

the other calls and return back to Master Web Service. 

 

Directory Stores tier represent a database that used to 

store the user’s profiles, it can be RDBMS, LDAP 

directory stores, or a text file. Most common range of 

these directory stores are supported within WSAS. It 

can be accessed based on the configuration information 

posted to the Master Server. New types  

 

of directory stores can be easily integrated to WSAS, 

by building a new web service that can interface with 

these new directory stores, and deploying it into the 

Master Server with the appropriate configurations to be 

able to communicate with Master Web Service.  

 

Different e-learning platforms can be easily integrated 

to WSAS system, where the Master Server is build 

based on web services technology which is firewalls 

friendly because methods can be called by SOAP 

protocol, which does not need open new ports in the 

firewall, where SOAP encapsulated over HTTP. E-

learning platforms can benefit from WSAS by either 

using the Master Server to authenticate users or by 

deploying the service to their own application servers, 

as in Figure 2. 

 

3. Methodology 
In this section how WSAS works will be described, the 

three aspects of system work: deployment, 

development, and user sign-in process and messages 

flow will be described in details. 

 

Deployment of WSAS requires ISS server with 

Microsoft.Net framework, after deployment WSAS 

needs to know the current directory stores used in the 

e-learning platform, so the system administrator needs 

to supply the connectivity string of directory stores. 

Directory stores information stored in XML file that 

will be used later to connect to the directory store. 

 

WSAS development requires the developers to get the 

WSDL file online from the Master Server, and based 

on the WSDL file build the proxy file specific to each 

platform, where for Java platforms we need to build 

Java proxy file, for .Net platform we need to build 

ASP.Net proxy file. Proxy file acts as interface 

between the Application Server and the Master Server. 

Using proxy, web services can become just as integral 

to our applications. Instead of the logic within the 

methods doing simple file I/O, or local machine or 

network functions, the same black-boxed functions can 

call web services methods anywhere , our application 

neither knows nor cares where the data comes from, nor 

the logic behind it. When the developer builds the 

proxy class, the tools use the WSDL that defines our 

web service to generate the appropriate methods, with 

related data types intact. With the proxy already built, 

the web service consumer simply calls the web method 

from it, and the proxy, in turn, performs the actual 

request of the web service. When we refer the web 

service in the consumer application, it appears to be 

part of the consumer application, like a normal internal 

function. 

 

When the users use the system for authentication, two 

scenarios are expected, first scenario where the user 

wants to access Application Server SA1, and second 

scenario user wants to access Application Server SA2, 

as in Figure 4. 

 

 First Scenario: User Wants to Access 

Application Server SA1 

User tries to access SA1 application server, as in Figure 

4. If user does not has a 

 

Figure 2. User sign-in process, user Accessing SA1. 

 

valid (AuthTicket) cookie, SA1 will detect that the user 

is not authenticated and will redirect the user to the 

Master Server. Master Server asks the user for his 

credentials, user will submit his credentials to the 

Master Web Service on the Master Server. Master Web 

Service will read the XML file that contains the 

directory stores information, For each directory store, 

Master Web Service will communicate with LDAP and 

RDBMS Web Services via asynchronous web method 

to validate user credentials against directory stores, if it 

is valid user Master Server will create encrypted master 
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cookie (EMC) in user’s browser, and redirect the user 

back to SA1 with Encrypted Authentication Token 

(EAT) included in the redirected message. SA1 will get 

the EAT from the query string, and check the 

authenticity of EAT by invoking IsAuthTokenValid() 

web  method in the  Master Web Service. If the 

authenticity check result is OK, SA1 will create 

encrypted cookie (SA1C) in the user’s browser. When 

the user returns back to SA1, the EAT will returns as 

well, so SA1 can detect that the user is already 

authenticated. 

 

Second Scenario: User Wants to Access 

Application Server SA2 

User tries to access SA2 application server as in Figure 

4. If user does not has a valid AuthTicket cookie, SA2 

server will redirect the user to the Master Server, EMC 

is sent to Master Server, Master server can detect this 

user is already authenticated. Master Server will 

redirect the user back to SA2 with EAT included in the 

redirected message. SA2 will get the EAT from  the 

query string, and check the authenticity of EAT by 

invoking IsAuthTokenValid() web  method in the  

Master Web Services. If the authenticity check result is 

OK, SA2 will create encrypted cookie SA2C in the 

user’s browser. When the user returns back to SA2, the 

EAT will returns as well, thus SA2 Server can detect 

that the user is already authenticated. 

 

WSAS as a system offers a secure way of providing 

user’s authentication,  WSAS relating to cryptographic 

services as follows: Confidentiality of the exchanged 

messages is preserved: the information is encrypted 

using symmetric block cipher Triple-DES (3DES,), and 

only the entities possessing the key are able to read the 

information. Keys are generated on fly, and exchanged 

online by means of WS-Security [12]. Message 

integrity is preserved in the WSAS system using 

cryptographic SHA-1 digests of the exchanged 

information which is based on the WS-Security 

specification and WSE implementation [1]. 

Authentication is the main services provided by the 

WSAS, and it is achieved using WSAS Master Server, 

which acts as a Trusted Third Party. 

 

The WSAS has different ways to log out from the 

system. The Encrypted Master Cookie (EMC) and 

server specific cookie such as SA1C have a limited 

lifetime. If user’s EMC has expired, the user is logged 

out. Since the cookies used by the WSAS are by default 

session cookies, a simple way to log out of the system 

is to close the browser. WSAS also provides a GUI 

mechanism to logout without closing the Browser. 

4. Conclusion 

The research problem and goal was to design and 

implement a feasible solution based on web services for 

user authentication, and based on that, to design a 

controlled and secure method of accessing different 

user’s directory stores for delivery and distribution of 

single sing-on service within e-learning platforms. 

 

The design and implementation of WSAS was 

investigated. WSAS provides e-learning platforms 

developers with a unified and centralized authentication 

process that can be accessed from different platforms. 

The authentication process build based on web service 

technology, which enables application servers running 

on different platforms to integrate to the system in an 

easy way. WSAS provides e-learning platforms users 

with a cross platform Single-Sign-On authentication 

system for the problem of memorizing many user’s IDs 

and passwords. Adding new application servers to the 

WSAS is a matter of building proxy file to consume the 

web service. Adding directory stores with the LDAP or 

RDBMS category is a mater of a configuration file, 

while adding a new category of directory stores is as 

easy as building the logic of interfacing the new 

directory store into a web service and deploying the 

web service into the Master Server. Secure transfer of 

authentication XML and HTTP messages between User, 

Application Servers, and Master Server is achieved. 

WSAS should function with user’s existing browser, 

without additional plug-ins in usual network 

configurations. Using web service makes it very easy to 

integrate many e-learning platforms to the system, 

where web service exchanges messages by using SAOP 

over HTTP, so there is no need to open new ports on 

the firewalls. The nature of web services make it easy 

to deploy the Master Server on one operating system 

and the application servers on different operating 

system, while keeping the message exchanged between 

the Master Server and Application Servers secure.  

exchanging public keys on fly in secure way using WS-

Security reduce the headache of key management in 

PKI environments. Using master key to generate 
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specific key for each user to encrypt his cookies make 

it too difficult for attackers to compromise the security 

by attacking someone cookies. 

 

Using Microsoft WSE to encrypt the message between 

the Master Server and the Application Servers is the 

main drawback of WSAS. However Microsoft WSE is 

the only available implementation of WS-Security.  

 

WSE is only supported on .Net framework [9], so 

Application Servers on other platforms can’t benefit 

form WSE to secure the exchanged messages with the 

Master Server, but still they can integrate and use the 

authentication service provided by WSAS, and keep 

the security by using SSL connection between the 

Master Server and the Application Servers. 
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